
ZERO TRUST
REFERENCE ARCHITECTURE

What Good Looks Like

PREVENT.              DETECT.            RECOVER.

Protect your employees, customers, and partners by 
implementing strict authentication, continuous verification, and 

access limits based on the principle of least privilege.

Secure your digital assets with strict access controls, continuous 
monitoring, and user identity verification regardless of location 

or network connection.

Protect your infrastructure by continuously verifying and 
restricting access, reducing the attack surface, and detecting 

threats promptly across all network segments.

To learn more about how C1 can help you adopt a Zero Trust 
Architecture, schedule a complementary WAVES Assessment 
with us at: oneC1.com/ZTA.

MFA IAM SSO PAM MDRAuthentication

© Copyright 2024. Private and confidential.

MDRGovernance DLP CASB

P
E

O
P

LE
D

A
TA

 &
 A

P
P

S

W
A

V
E

S 
A

SS
ES

SM
EN

T

IN
FR

A
ST

R
U

C
TU

R
E

UEBA

MDRCloud SecurityNetwork 
Access Control

NGFW Vulnerability
Management

IoT
Security

https://www.onec1.com/
https://hubs.li/Q02sKGZF0
https://hubs.li/Q02sKH9q0
https://hubs.li/Q02sKH9q0
https://hubs.li/Q02sKH9q0
https://www.onec1.com/security-advisory-risk-management#schedule

