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 A ransomware attack happens to a company every 11 seconds! Global financial impact of ransomware 
in 2021 is anticipated to be $20B USD 94% of Ransomware uses email as its entry point

PROTECTING AGAINST RANSOMWARE 

LEARN MORE
For more information, please contact your ConvergeOne National Account Manager or visit convergeone.com/cybersecurity.

ConvergeOne’s National Cybersecurity Practice:
 • We study tactics, techniques and procedures used by attackers, sharing that intelligence with you
 • We analyze before we prescribe, bringing you actionable solutions based on data points, not portfolios
 • Our solutions encompass People, Process and Platforms – its takes all three to have a successful program 

THE FACTS ABOUT RANSOMWARE

US Department of Treasury Can Now Fine Companies Who Negotiate With or Pay  
Nation-State Ransomware Actors! 

 
 

Ransomware is Here to Stay 

 • 1 in 5 organizations was attacked in 
past 12 months

 • Average downtime due to 
ransomware is 7.3 days

 • RaaS strains like Ryuk, Sodinokobi 
and NetWalker have cost firms 
millions of dollars and show no signs 
of slowing down

 
Know that being attacked is no 

longer a question of if or how, it’s 
just a question of when.

 
 

What’s the Magnitude?  

 • Average ransom is now $180K USD

 • Cybercriminals are now requiring 
ransoms as high as $10M USD

 • A new zero-day ransomware takes 
just 3 minutes to create

 • Only 38% of organizations indicate 
confidence in fending off a 
sophisticated attack

We never recommend paying a 
ransom, rather we recommend 

being prepared with both 
detection and prevention tools.

 
 

 How We Help 

 • We use industry best practices keep 
your organization safe

 • We do not just identify threats and 
vulnerabilities, we take actions to 
remediate them

 • We are trainers, so educating your 
personnel is ingrained in all of our 
engagements

We reduce the “fog of more” and 
keep customers focused on their 

key risks like “is there a threat 
lurking in my network right now?”

http://www.convergeone.com/cybersecurity

